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INTRODUCTION 
 

 

This report provides an in-depth study of reverse engineering a USB flash drive, one of the most common portable storage 

devices. The primary focus is on studying the internal components, and dimensions of the device to gain a complete 

understanding of how it’s designed. By deconstructing the USB flash drive, the goal is to explore the device, and the steps 

involved in potentially recreating a similar device. The process outlined in this report not only creates a better understanding of 

the USB's functionality but also serves as a practical demonstration of reverse engineering principles. This report also highlights 

how reverse engineering can be applied to study, deconstruct, and understand systems and devices. 

 

Reverse Engineering the Verbatim Store n’ go 32Gb USB Flash Drive  

The Verbatim USB flash drive used in this report is easier to disassemble compared to many other flash drives that just like to 

break when opening. It contains a sliding mechanism that protects the USB port when not in use, along with an ergonomic 

design. To get started before deconstruction I took some initial measurements to configure my scale for AutoCAD (e.g., Fig.,5-6), 

when deconstructed, I discovered a double-sided PCB with surface-mounted components on both sides (e.g., Fig. 7-8). One side 

contains the passive components such as resistors, capacitors, diodes, and the microcontroller, all of which I desoldered and 

measured to be accurate when recording the device’s dimensions (e.g., Fig. 27), the other side houses the NAND flash chip, 

which is responsible for the device’s storage. Based on the branding on the USB port and testing on my computer with chip 

genius, I confirmed that the flash drive has a capacity of 32GB and that I had the accurate controller for the BOM. All 

components are labeled and outlined on the PCB with Silkscreen, this allowed me to get a basic idea of what the components 

were before taking any measurements, as they are generally labeled with universal identifiers such as R, C, and D—representing 

resistor, capacitor, and diode, (e.g., Fig. 28-29). These labels are common across PCBs, but to be accurate, I tested and 

measured each component using a Keysight EDU34450A DMM. [7], [8], [9], [10] 

 

  



 

 

REVERSE ENGINEERING PROCESS 
 

 

Freeing the PCB  

To free the PCB, apply a bit of force to the end of the flash drive, pulling it away from the housing. It shouldn’t require much effort, and the PCB 

should easily come out of the sliding mechanism if done correctly. Once it’s free, you’ll see the PCB mounted in a plastic shell. Simply lift the 

PCB by the USB port, and it will come out of the plastic completely, leaving you with an exposed USB flash drive. Figure 2 

Chip-Genius & Software Identification 

 Before Measuring dimensions and diving further into the device it’s a good idea to test it and identify components you can through software, I 

used my desktop running windows 11, Verified in disk management that it was in fact 32Gb, to identify the IC chip used, I used Chip-Genius, a 

software that will show more in depth information about any drive on your computer. When selecting the flash drive Chip-Genius outputs the 

controller vendor name and part-number, along with other various hardware and manufacturer data.  Figure 31 

Measuring 

Before and after the teardown, take the following measurements of the device: 

➢ Housing dimensions: Width, length, and height 

• PCB with USB: Length 

• PCB without USB: Length and width 

• NAND chip: Dimensions of the chip 

 

➢ Passive components: Ohm, and μF 

• Capacitors: Measured capacitance 

• Resistors: Measured resistance 

 

Measurements in BOM. 

Desoldering 

A much more complex task but not too difficult with the right technique, this is essential to get an accurate measurement of the devices both 

electrically and dimensionally, I used a hot air station with the support of a lot of flux to get the components to flow, then simply pulled them 

off with tweezers. Figure 27 

Reconstructing in AutoCAD & creating BOM 

Now with all the data, an accurate sketch in AutoCAD can be made as well as a BOM that contains all the essential information, A hand drawn 

sketch is helpful before attempting to design the flash drive right in AutoCAD, using AutoCAD techniques learned, I was able to create a simple 

sketch, that I slowly added more detail to. 

 

   



 

PICTURES/VISUAL DOCUMENTATION  
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The principles of reverse engineering are applied in my report through the teardown of the device to understand its components; by disassembling the flash 

drive, I could study its design, including component choice and the arrangement on the PCB. AutoCAD and desoldering were used for prototyping, where I 

created a model to try and replicate the design, and replicate remanufacturing, this applies to product development purpose of engineering. [13] 

 

PRINCIPLES & PURPOSE OF 

REVERSE ENGINEERING 

 

 

The principles of reverse engineering include 

deconstruction, which involves the teardown of a system 

or device to study its components and structure. It also 

involves studying design intent and choices, focusing on 

understanding why certain design decisions were made, 

such as material selection and functionality. Material data 

collection involves gathering measurements, analyzing 

dimensions, and identifying key materials used in the 

device. Finally, prototyping includes creating virtual 

models or physical mockups, using tools like AutoCAD, to 

replicate or improve the design. [14] 

 

Principles of Reverse 

Engineering 

➢ Software Reverse Engineering - Disassembling 

and studying code of programs, games, 

proprietary software, etc...  

 

➢ Hardware Reverse Engineering - 

Deconstructing a device to study & understand 

its components and functionality 

 

➢ PCB Reverse Engineering - Studying & Building 

a schematic from a PCB (printed circuit board) 

 

➢ Automotive Reverse Engineering - Studying a 

vehicle’s components & design  

                                                                                  

 

[13] 

 

 

The purpose of reverse engineering is to gain insight into the 

design, function, and operation of a system. It enables the 

replication of obsolete parts, helps in identifying 

vulnerabilities, and supports the improvement of existing 

products. Reverse engineering also ensures compatibility, 

facilitates the right to repair when documentation is missing, 

and allows companies to study competitors' products to 

inspire innovation in their own designs. [13] 

 

Purpose of Reverse engineering 

➢ Obsolescence - When manufacturers discontinue 

parts or products  

➢ Security Testing - Reverse engineering software or 

hardware can expose vulnerabilities. 

➢ Product Development - Understanding a 

competitor's product for innovation. 

➢ Medical - Reverse engineering medical devices to 

improve safety, or new technologies. 

 [13] 

 



 

  

CONCLUSION 
 

 

 In conclusion, reverse engineering the Verbatim 32Gb Store ’n’ Go USB flash drive wasn’t a walk in the 

park but gave me detailed understanding of how a basic USB Flash Drive works and what exactly goes into 

it, e.g.… Documenting all measurements with pictures as well as looking at datasheets of different 

components, and Desoldering the components.  These are necessary tasks for copying the exact 

measurements of the components, and different details of the device, a tedious task but worth it to 

completely understand the device, and my USB still functions after all the poking around, using software 

like chip genius and stock windows programs like disk manager is an easy and effective way to get 

information from the USB without getting your hands dirty. The hardest part about the reverse engineering 

process of the USB flash drive is trying to replicate traces in AutoCAD, it is very tedious and difficult to get 

everything just right, I also struggled with the scale of my model for a bit but worked through it, overall this 

was a fun assignment and I can say I’ve learned a lot about USB flash drives and the overall process and 

purpose of reverse engineering especially in the tech world. 
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